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In their recent publication, researchers from BBMRI.at partner Med Uni Graz propose a model for

the assessment of privacy risks associated with the sharing of whole-slide images in the growing nature communications a

field of digital and Al-assisted pathology.
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In their paper regarding security risks in digital pathology, experts from BBMRI.at partner Med Uni Privacy risks of whole-slide image sharing in
Graz introduce a hierarchical taxonomy of whole-slide images based on the potential of these dlgltal pathOIOgy
images to be linked to each other. In addition, they provide a thorough mathematical model aimed

at assessing the risk of security threats associated with the sharing of whole-slide images and Rocelve 25 Aprl 2022 e Holu ' Hemo Millr ., Tomdd B Luca Prddu®”, 0
Pocerteds T Al 2023 Markus Plass®®, Fabian Prasser ® %, Irena Schliinder®, Kurt Zatloukal @7,

Rudolf Nenutil & Tomss Brizdil®

related data, especially regarding identity disclosure attacks. Furthermore, these risks are
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demonstrated using real-life data sets, evaluating the newly established risk assessment model in Bl check for uoctes socalled es-higf
. . of ical slides—has of the develop-
a series of experlments. ‘ment of novel artificial intelligence methods in pathology for diagnostic use,
and research, Neverthele
based on risk analysis for evaluating -d with sharing
B R R . . . such imaging data and applying the principle “as open as possible and as
The authors conclude their findings by setting up detailed guidelines for the release of whole- closed as necessary” s still lacking n ths arice, we develop  mode for
slide images as anonymous or personal data and state their recommendations for the minimization disclosure atacks, as these are the moSt Important from 3 regulatory per-
spective. We introduce a taxonomy of whole-slide images with respect o
of privacy risks in the context of sharing whole-slide images for digital pathology applications. privacy risks and mathematical model or risk assessment and design . Based

on this risk assessment model and the taxonomy, we conduct a series of
experiments to demonstrate the risks using real-world imaging data, Finally,
develop guidelines f and for lowrisk

Read publication: sharing of whole-slide image data.
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