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Examples:
1. Data Security is a
— - Unauthorized data access; paramount ELSI concern;
_ Malicious . Data leaks: ’
Clﬁi?drzflct::li.:y - Data manipulation, corruption and deletion / loss; 2. Existing governance
Biobanking — * Improper data deletion (post-storage); ~ " instruments, both binding
Non-malicious * Ransomware and espionage; and non-binding, highlight
* Data misuse; the importance of data
- Data linking and reversal of pseudonymisation; security.
B - Biosafety / biosecurity hazards.

EU & AUSTRIAN LEGAL INSTRUMENTS FOR DATA SECURITY & THEIR KEY ELEMENTS

GENERAL DATA PROTECTION EUROPEAN HEALTH DATA SPACE (EHDS)

REGULATION (GDPR) REGULATION

0 Applicable to personal data processing operations (Art 1). Q Applicable to biobanks who are electronic health data holders or
users (Art 1 and 2). Biobank health data must be made available

@) Data integrity and confidentiality as key principle of personal data for secondary use (Art 51(1)(q)).

processing (Art 5(1)(f)): protection against unauthorised or unlawful

processing and against accidental loss, destruction or damage, using 9 For secondary use, data is shared In an anonymised or
appropriate technical or organisational measures. pseudonymised form (Art 66).

@ Implementation of technical and organizational measures @) Data for secondary use is shared through a secure processing

appropriate to the risks of the personal data processing, such as environment (SPE) with security measures (Art 73), such as
pseudonymisation and encryption (Art 32). restriction of access and minimisation of the risk of the
unauthorised reading, copying, modification or removal of

9 Includes compensation and liability for violations of Art 32 (Art 82). electronic health data hosted in the SPE.

@) Creates personal data breach notification and communication @) Further specifications for SPEs will be determined by the EU
procedures (Arts 33 and 34). Commission through implementing acts (Art 73(5)).

NETWORK AND INFORMATION SYSTEMS  AUSTRIAN NATIONAL LAW
(NIS Il) DIRECTIVE

ﬂ Cybersecurity legal framework applicable to medium and large | ‘ |
public or private entities operating in 18 critical sectors (Art 1), @ Data Protection Act (Datenschutzgesetz, ‘DSG')

including both health (high criticality sector — essential entities) For scientific research processing purposes:
and research (other critical sectors — important entities) (Annexes - Special provisions for data confidentiality (if processing concerns special
1 and 2). categories of personal data) (§ 7);
« Data pseudonymisation, anonymisation and encryption measures,;
9 Applicability to biobanks depends on their size and scope and is « National implementation of the GDPR provisions for data breaches (§ 55
unlikely. However, hospitals and universities (in which often and 56).

biobanks are integrated), may fall under the scope of the NIS Il o
Directive. @ Research Organisation Act

(Forschungsorganisationsgesetz, ‘FOQG’)

9 National transposition of the Directive will also dictate the terms in

which biobanks are affected. * Data secrecy principle (§ 2d(1));
* Prohibition of publication of personal identifiers (§ 2d(1)).

Thought-provoking discussion points:

Is the existing legal framework for data security
satisfactory and sufficient?
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