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Biobanks operate under the premise of data
sharing, including personal and sensitive
personal data, as defined by the GDPR. The
GOPR provides key mechanisms and features
for safeguarding personal data, such as the
obligation, in certain circumstances, to conduct
data protection impact assessments and
implement  technical and organizational
measures to secure the data. The framework
for personal data sharing will become more
complex with the adwent of the
implementation of the EHDS Regulation.
Cyberattacks on health infrastructures show
that healthcare and research systems face
Erowing digital threats. Biobanking
infrastructures are complex organizational
structures, with a wide nstwork of actors,
which may conceal cybersecurity
vulnerabilities. Therefore, the field of
cybersecurity is increasingly prominent and
compliance with legal acts such as the NIS 2
Directive are critical in this instance, and affect
hospitals and research institutions, in the
prevention and mitigation of (malicious and
non-malicious) cyber incidents.

Legal desk research undertaken by BBMRLat's
WP2, inter alia resorting to published materials
an the topic.

The current regulatory framework for data
protection and information security at both
national and EU levels will be analyzed. This is
relevant to ensure the sustainability and
resilience of bichanks long term, ensuring data
quality, storage and preservation compatible
with the need for data sharing and secondary
use in scientific res=arch.

The focus of the poster will be on the data
pratection and security challenges
encountersd by biobanks and the legal
framework currently in place to protect and
secure data, from the GDPR, EHDS and NIS 2
Directive.



