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1. Introduction

COMMENT

Biobanks must adhere to strict legal and regulatory requirements concerning compliance with data protection rules,
ethics guidelines and quality as well as safety measures. The legal framework for biobanking in the EU was covered
by Question no. 5 answered by the Legal Helpdesk and is published on the Legal Knowledge Base of BBMRI.at.

From the moment a researcher discovers a dataset through one of the biobank collections, for example, the BBMRI-
ERIC Directory, and decides to request access to the data, the researcher needs to comply with several legal and
ethical requirements pertaining to terms of access to the samples, data protection, incidental findings and related
matters.

2. Terms of Access

Biobanks require legal documentation to be submitted with each project request for access to samples. The OECD
(Organisation for Economic Co-operation and Development) Recommendations on Human Biobanks and Genetic
Research Databases clarify that each access request should include a ‘scientifically and ethically appropriate’
research plan.! The terms of access to samples and specimen collected in a biobank should be set out in an
appropriate contractual agreement between the biobank and the researcher, for example in the form of a Material
Transfer Agreement.? Terms of access should include information on how the samples are to be handled and stored,
3including requirements pertaining to data protection. Additionally, an approval from an ethics committee is usually
arequirement.

For instance, the biobank of MedUni Graz requires the following documents to distribute specimen to other
researchers:*
- Aninformed consent form signed by the patient,

- Apositive decision on the submitted project from the Ethics Committee,
- The approval of the biobank representative,
- Forresearchers not from Med Uni Graz: a sighed cooperation agreement.

Researchers should inform themselves what the specific requirements are for their relevant biobank and for
accessing the samples they are interested in. Once a researcher gains access to the samples or datasets from a
biobank, they can only process and use them for the specific purposes which are prescribed by the access terms.

! Organisation for Economic Co-operation and Development (OECD), ‘Recommendation of the Council on Human
Biobanks and Genetic Research Databases’ OECD/LEGAL/0375 (adopted on 22 October 2009), point 7.B.

2 |bid, point 7.5.

3 See, for example, Olga Tzortzatou-Nanopoulou and others, ‘Ethical, Legal, and Social Implications in Research
Biobanking:

A checklist for Navigating Complexity’ (2024) 24 Developing World Bioethics 139, 146.147.

4 MedUni Graz, ‘FAQ: What Is Required For Specimen Distribution?’, https://biobank.medunigraz.at/en/for-

researchers/faqg.
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3. Data Protection

In addition to general terms of access, researchers must comply with the applicable data protection laws. In the EU,
the applicable law is the General Data Protection Regulation (GDPR)® as well as respective national data protection
laws.

In the context of biobanking, when researchers submit their own research plans for research projects, they typically
become joint controllers as they, jointly with the biobanks, determine the means and purposes of processing
personal data included in the samples they wish to access.® This means that they need to conclude a joint
controllership agreement which outlines the obligations and responsibilities of each controller with regards to the
protection of personal data and data subject rights.” Additionally, researchers might be required to submit a Data
Protection Impact Assessment (DPIA) in accordance with Article 35 GDPR.

As (joint) controllers, researchers must comply with the following general data processing principles:®
- Principle of lawfulness, fairness and transparency,

- Principle of purpose limitation,

- Principle of data minimisation,

- Principle of accuracy,

- Principle of storage limitation,

- Principle of integrity and confidentiality,
- Principle of accountability.

Some of the principles have specific provisions for processing personal data for scientific research purposes. For
instance, personal data may be stored for longer periods insofar as they will be processed solely for scientific
research purposes.® To maintain security and integrity of the biobanked samples, researchers have an obligation to
ensure, as per the agreement reached with the biobank, to maintain data confidentiality by state-of-the-art
pseudonymisation methods or by anonymisation of samples.’® In case of a data breach, researchers should follow
the rules provided by the GDPR and where appropriate inform the data subjects, other controllers and the national
supervisory authority.*!

In addition to this, controllers must comply with data subjects’ rights (as detailed in the answer to Question no. 19).
Also in this case, special provisions exist when processing personal data for research purposes. For example, the
obligation to provide information on processing to data subjects is limited in some cases where the controller did
not collect the data directly from the data subject and recontacting them would be impossible or involve
disproportionate effort.'? The controller must also ensure to comply with the GDPR before sharing the biobanked
samples with any processors or third parties, subject to specific contractual arrangements.*3

In short, when dealing with biobanked samples that involve personal data, a researcher must observe the applicable
rules and principles of data protection laws.

5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and repealing
Directive 95/46/EC (General Data Protection Regulation, GDPR) OJ L 119/1.

6 GDPR, arts 4(7) and 26.

7 GDPR art 26.

8 GDPR, art 5.

9 GDPR art 5(1)(e).

10 Olga Tzortzatou-Nanopoulou and others (n 3) 146.

11 GDPR arts 33-34.

12 GDPR art 14(5)(b).

13 For example, GDPR art 28.
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4. Incidental Findings

The handling of biobanked samples during a research project may also involve the management of possible
incidental findings. The BBMRI-ERIC ELSI Knowledge Base reports on some of the key issues when dealing with
incidental findings.'* Scholars define incidental findings as “‘findings’ (findings) that concern a specific research
participant, but which are not directly related to the primary or secondary objectives of the project in question
(incidental). This includes information which there was no plan to find during research or diagnostic practices, such
as information on on-going diseases or predispositions to diseases, or information concerning biological parentage
and so on.”®®

When faced with incidental findings while handling biobanked samples, researchers should take into account the
following issues, as reported by BBMRI-ERIC:

- ‘the duty to disclose or not disclose,

- informed consent and participant preferences,

- privacy and confidentiality,

- resource allocation and costs,

- legal and regulatory implications.’%6

Informed consent forms in biobanking might contain the preferences as to whether data subjects/patients wish to
be informed about any incidental findings relating to their health. Additionally, legal and regulatory landscapes
concerning how to handle incidental findings may vary per country. The European Health Data Space (EHDS)
Regulation also foresees that data subjects must be informed about significant findings relating to their health unless
they expressly asked not to be informed.*’

5. Human Cells and Tissues

Next to requirements concerning the protection of personal data, biobanks as well as other research institutions
which are involved in the processing, storage and distribution of human cells and tissues must observe the EU Human
Tissue Directive as well as the Austrian Tissue Safety Act, including the accompanying ordinances.'® These laws
prescribe rules on standards of quality and safety for human tissues and cells intended for human application.
National competent authorities are responsible for overseeing these activities. Each tissue establishment must
comply, among others, with rules on confidentiality as well as put in place a quality system based on the principles
of good practice.*®

14 Kaya Akyiiz, ‘Topic: Incidental Findings: Explore Resources Relating to the Informed Management of Incidental
Findings’ (BBMRI-ERIC ELSI Knowledge Base) <https://www.bbmri-eric.eu/elsi-topic/incidental-findings/>.

15 Roberto Cippitani, ‘Genetic Data What Are the Ethical-Legal Consequences Entailed in the Exceptional Nature of
Genetic Information?’ in Valentina Colcelli et al (eds), GDPR Requirements for Biobanking Activities Across Europe
(Springer 2023) 229.

16 |bid Akyiiz (n 14).

7Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the European
Health Data Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847 (Text with EEA relevance),
Recital 67, arts 58(3) and 61(5).

18 Directive 2004/23/EC of the European Parliament and of the Council of 31 March 2004 on setting standards of
quality and safety for the donation, procurement, testing, processing, preservation, storage and distribution of
human tissues and cells (Human Tissues and Cells Directive) OJ L 102/48; Bundesgesetz Uber die Festlegung von
Qualitdts- und Sicherheitsstandards fir die Gewinnung, Verarbeitung, Lagerung und Verteilung von menschlichen
Zellen und Geweben zur Verwendung beim Menschen (Gewebesicherheitsgesetz-GSG), StF: BGBI. | Nr. 49/2008, §1.
1% Human Tissues and Cells Directive, arts 14 and 16.
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Researchers handling human cells and tissues which they obtained from a tissue establishment, e.g. a biobank, must
adhere to the arrangements and requirements conferred in the Material Transfer Agreement and terms of access
with regards to all aspects concerning processing and handling of such cells and tissues.?°

6. Additional Requirements

The provided overview of some of the legal requirements concerning what is allowed when handling biobanked
samples is not complete as specific measures might differ per country, per biobank as well as depend on the samples
in question, for example, whether they include personal data or not.

Therefore, it is generally advised that researchers ask for and receive advice from their institutional legal
departments and carefully read and follow any agreed upon terms of access.

Additional resources that may be helpful:

Legal:

e Organisation for Economic Co-operation and Development (OECD), ‘Recommendation of the Council on
Human Biobanks and Genetic Research Databases’ OECD/LEGAL/0375 (adopted on 22 October 2009),

Other
e Valentina Colcelli, Roberto Cippitani, Christoph Brochhausen-Delius, Rainer Arnold (eds), GDPR
Requirements for Biobanking Activities Across Europe (Springer 2023),
e  BBMRI-ERIC, ELSI Knowledge Base < https://www.bbmri-eric.eu/elsi-knowledge-base/>.

Disclaimer: this commentary aims to provide a summary of the main ethical and legal issues related to the
questions put by interested stakeholders and to direct them to the relevant legal provisions that are applicable. It
does not, however, preclude from reading the official sources of legislation relating to the subject matters of this
document as well as those quoted by the authors and does not constitute legal advice.

20 For example, Human Tissues and Cells Directive, art 24.
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