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1. Consent according to the GDPR

COMMENT

Consent, within the realm of the General Data Protection Regulation (GDPR)?, can be defined as “[...] any freely
given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement
or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her” (Article
4(11)). Consent is deemed specific when the data subject agrees to a particular data processing operation?. Within
the context of scientific research, it is “[...] often not possible to fully identify the purpose of personal data
processing” (Recital 33 of the GDPR). To mitigate this circumstance, there is the possibility that consent be given to
“[...] certain areas of scientific research”, provided procedures comply with recognised ethical standards for scientific
research, for example, an ethical board review>. This form of ‘broad consent’ is allowed as an exception under Recital
33 of the GDPR, i.e., “[...] where purposes for data processing within a scientific research project cannot be specified

at the outset, Recital 33 allows as an exception that the purpose may be described at a more general level [...]”%

Nevertheless, “[...] it does not disapply the obligations with regard to the requirement of specific consent”>.

For biobanks, it is likely that data concerning health — Article 4(15) of the GDPR — will be processed as part of the
activities they are involved in. Data concerning health (Article 4 (15)) are a special category of personal data pursuant
to Article 9(1) of the GDPR. To process data concerning health, a legal basis under both Articles 6 and 9 of the GDPR
must be determined®. In this regard, it is important to point out that in those cases where special categories of data
are processed and the legal basis for processing is explicit consent, “[...] applying the flexible approach of Recital 33
will be subject to a stricter interpretation and requires a high degree of scrutiny””.The permissibility of broad consent

! General Data Protection Regulation: Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation). The GDPR is a text
with EEA relevance. Additionally, it is included in Annex XI of the EEA Agreement (vide §5e).

2 The EU General Data Protection Regulation (GDPR), edited by KUNER, C. / BYGRAVE, L. A. / Docksey, C., Oxford
University Press, 2020, p. 183.

3 NORDBERG, A. (2021). Biobank and biomedical research: responsibilities of controllers and processors under the EU
General Data Protection Regulation. GDPR and Biobanking: Individual Rights, Public Interest and Research Regulation
across Europe, (eds. SLOKENBERGA, S., TZORTZATOU, O., & REICHEL, J.). Springer International Publishing, pp. 61-89, p. 78.
4 EUROPEAN DATA PROTECTION BoARD (EDPB), EDPB Document on response to the request from the European
Commission for clarifications on the consistent application of the GDPR, focusing on health research. Adopted on 2
February 2021, §25-28.

5 ARTICLE 29 DATA PROTECTION WORKING PARTY (2018). Guidelines on consent under Regulation 2016/679, (17/EN WP259
rev.01), p. 28.

6 The EU General Data Protection Regulation (GDPR), Op. Cit., p. 376.

7 EUROPEAN DATA PROTECTION BOARD (EDPB), Op. Cit., §28.
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under the GDPR is beneficial to biobanks, as they are considered to fall under the concept of facilities carrying out
scientific research for the purposes of Article 89 of the GDPR®.

2. Austrian approach to broad consent

Austria is one of the few EU member states® in which broad consent is specifically addressed in national legislation
for archiving purposes in the public interest, for scientific or historical research purposes and for statistical purposes
within the meaning of Art. 89 (1) GDPR (§1(3)). In fact, the Austrian Research Organisation Act
(Forschungsorganisationsgesetz, or FOG'?) establishes, in its §2d(3) that the data subject may consent (in an
informed, unambiguous and active manner) to the processing of personal data within a research area, several
research areas, research projects or parts of research projects when personal data processing has a legal basis under
Article 9(2)(j) of the GDPR.

In the case of the activities performed by biobanks, there is a need to clarify the relationship between § 2d(3) and
§2f FOG. In line with the FOG, biobanks, as ‘scientific institutions’(§ 2f(1) FOG) which collect, archive and
systematically record research material, may process personal data defined in Article 2f(2) FOG for the purposes of
ensuring optimal access to data and research material for purposes pursuant to Article 89 (1) GDPR, i.e. creating and
maintaining “repositories”, based on Art. 9(2)(j) GDPR and Article §2f(1) FOG. In other words, for those activities and
purposes biobanks do not need broad consent as the legal basis for processing personal data of individuals, but they
may do so directly based on rules defined in §2f FOG. Nevertheless, it has to be stressed that this legal basis applies
explicitly and exclusively to the activities such as collection, archiving and systematically recording of research
material, i.e. “repository activities”. In other words, the purposes for which biobanks do not need to collect broad
consent are very clearly defined and limited. Subsequently, researchers, who aim to make use of personal data from
biobanks for their (i.e. researchers’) research purposes, which do not correspond with the purposes such as
collection, archiving and systematically recording of research material, need to ensure that they obtained broad
consent defined in §2(d)(3) FOG for their research purposes, otherwise, based on the currently binding national law,
the data could not be used for the purposes of scientific research conducted by the said researcher.

Disclaimer: this commentary aims to provide a summary of the main ethical and legal issues related to the
questions put by interested stakeholders and to direct them to the relevant legal provisions that are applicable. It
does not, however, preclude from reading the official sources of legislation relating to the subject matters of this
document as well as those quoted by the authors and does not constitute legal advice.

8 HoppE, N. (2021). The regulation of biobanking in Germany. GDPR and Biobanking: Individual Rights, Public Interest
and Research Regulation across Europe (eds. SLOKENBERGA, S., TZORTzATOU, O., & REICHEL, J.). Springer International
Publishing, pp. 277-290, p. 288.

® COUNCIL OF THE EUROPEAN UNION, COMMISSION STAFF WORKING DOCUMENT IMPACT ASSESSMENT REPORT
Accompanying the document PROPOSAL FOR A REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on the European Health Data Space Select: 2. ST 8751 2022 ADD 4. 06/05/2022, available from: EUR-Lex -
ST 8751 2022 ADD 4 -EN - EUR-Lex (europa.eu) (accessed: 08/07/2024).

10 Bundesgesetz iiber allgemeine Angelegenheiten gemdf Art. 89 DSGVO und die Forschungsorganisation
(Forschungsorganisationsgesetz — FOG), StF: BGBI. Nr. 341/1981. Available from: RIS - Forschungsorganisationsgesetz
- Bundesrecht konsolidiert, Fassung vom 09.07.2024 (bka.gv.at) (accessed: 09/07/2024).
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