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Medical imaging and genome sequencing 
produce huge amounts of sensitive medical 
data that must be shared among authorized 
stakeholders, e.g. research institutions, and at 
the same time protected against unauthorized 
abuse. 

• To enable seamless integration this data 
must be easily accessible on demand. 

• Furthermore, it must be secure on transit 
and on rest against current and future 
cyberattacks even by quantum computers.

The performance and privacy needs of modern 
biobanks and their stakeholders ask for a state-
of-the-art, cryptography based, quantum-
safe IT solution that is compatible with GDPR 
and other legal requirements.
• We present such a novel IT solution based on 

threshold cryptography (secret sharing), 
distributed cloud data storage, and optionally 
including quantum key distribution (QKD) and 
post-quantum cryptography (PQC). 

• We also report on a field trial that 
demonstrated the feasibility of the approach.

Secret sharing is about splitting data into 
"fragments“ …
• The user chooses how many fragments are 

created in total and the minimum number of 
fragments needed to recover the data. 

• Shamir’s secret sharing algorithm [1] 
guarantees that
• Any set of less than the minimum number 

of fragments contains no information on 
the data

• Any set of at least the minimum number of 
fragments contains the full information

Distributed and/or federated storage…
• By distributing fragments to different 

public/private/hybrid cloud storage locations 
fragmentiX® CLUSTER guarantees that the 
data is protected from data loss and data 
theft.

Secret sharing can help biobanks to store sensitive data in public clouds:
• Data loss protection is ensured by the fact that not all shares are 

needed to fully recover the data.
• Data theft protection is ensured by the fact that too few shares contain 

zero information on the data. A breach in one cloud storage does not 
compromise the data at all.

• Optimal user experience: Seamless integration of fragmentiX Secret 
Sharing into Windows Explorer / macOS Finder.

Outlook: fragmentiX secure multi party computation (SMPC)
• will allow the in-depth processing of medical data sets owned by different 

parties with cryptographic guarantee for all parties that the own data is 
not disclosed to the other cooperating parties (e.g. to train AI algorithms 
in the fields of medical diagnosis and research)
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OpenQKD Medical Use-Case Graz:

In the framework of the EC funded project OpenQKD [2] a medical use-case was 
demonstrated in Graz during 2020/2021:

Pathologists from Medical University Graz and Hospital Graz West were enabled to 
exchange (mutually upload and retrieve) medical records and images securely. 

Quantum-safe security (the system cannot be broken with future quantum computers) 
was achieved by 

• fragmentiX secret sharing, which renders a single fragment useless

• protecting the transmission of two (out of three) fragments with QKD.

OpenQKD EU project UseCase Graz: Schematics of secure IT infrastructure.
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Secret sharing encryption (see below)

Schematic of future trusted medical data environment [3]

Schematic of fragmentiX secret sharing (see also METHOD box)

RESULTS

PO
-4

2

W
er

ne
r S

tra
ss

er
No

ve
l IT

 so
lut

ion
s, 

eff
ec

tiv
e d

ata
 st

or
ag

e, 
pr

oc
es

sin
g a

nd
 an

aly
sis

.


	Número de diapositiva 1

